't S ds texas student
data system

Texas Education Agency

How to Create and Manage TSDS Web Service Accounts
in TEAL

Prepared by Michele Elledge

August 282013



Create and Manage TSDS Web Services Accounts

Document History

v.01 Michele Elledge Initial draft
v.1 Michele Elledge Updated after C. Cammack rewi
v.1.1 Cynthia Cammack Added information about deleting service accounts

and revoking SAM status.

State Data Initiatives, Texas Education Agency August 28, 2013 2




Create and Manage TSDS Web Services Accounts

Contents

1 Introduction to the Service Account Manager (SAM).......c..uiiiiiii i e 4
2 Request Service Account Manager STALUS..........coooiiiiiiiiiiiimiiiiiiiei s 5
3 Approve or Reject Service Account Manager Requests (Organization's Primary /Alternate

N 0] 01 (0 1Y =T o PP PPPPPPRRRRR 8
4 Managing SErVICE ACCOUNLS.......cciieiiiitiiieeeeetieeaa s e e e eeeeeatata i aeeeaeeeeamaaeeeeaeeeaasennaaeeeaeeeeeseneaaaees 11
5 Request New Service Accounts (Service Account Manager)............coovvvveeeeemiumrenmnnnennnnnnnnnnns 12
6 Approve /Reject Service Account Requests (Primary APPrOVED).........uuvuvrrrrrrrrrrimnaeaaneaeaaanaanns 14
7 Reset a Service Account Password (Service ACCOUNt MANAGED)..........uuvvrrrrrrrrimneeereeaeeeaeaaanns 18
8  Delete aSEIVICE ACCOUNL......ccoi ittt eea bbb e e e e e e e e as 20
9 Revoke Service Account Manager STAtUS .......cciiieeeiiieeiiiir e e e e e e e eera e e e e 21

State Data Initiatives, Texas Education Agency August 28, 2013 3



Create and Manage TSDS Web Services Accounts

1 Introduction to the Service Account Managé6AM)

TheTexas Student Data System (TIB8¥web sewices forUnique ID and fothe Data Transmission
Utility (DTU). For security purposes, it is necessary to authenticate each web saritauser name
and password.Eachdistrict, charter school, or other userganization must set up at least onergee
account for each web serviesed There are two steps to this process:

1. The first step is to set upt deast one user within the organizati@s a Service Account Manager.
To be set up, theiser must submit aequestin TEAL and it must approvedby the primary(or
alternate)approver for the organization. (Once this approval occurs, the user can manage all
service accounts within the organization.)

2. After the request for the Service Account Managesdasup that user mustog on to TEAL and
request a new service accounin this step, theService Account Managardicateswhichweb
servicewill use theaccount Once this request is approvedyab servicausername and
password is generatedThese credentialmust be entered in an applicatian order forit to be
able to usethe web service.Service account passwosaxpire after one yearService Account
Managers receive notification thirty days in advancéhef expirationof a password
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2 Request Service Account Manager Status

After loggimg into TEAL, follow these steps to requBstvice Account Manager status:

1. Clickedit My Profile

User and Access Management Welcome, pearland user ll_omt oﬂe_lp L) Online User Training
Self-Service
Applications

9 Access Applcations

& My To-Do List Refresh Links
= g

Lo Requests Ive §

a X Texas Student Data System Portal

2 Change My Password

i My Security Questions Texas Student Data System Porta

x My Application Accounts Texas Student Data System Portal AddModify Access

t dit My Profile EARLAND 10
‘ Link TEASE Accounts Role: Unig-10 Campus

2. At the bottom of the page, click th®8ervice Account Manager Statliak.

Texas Education Agency
User and Access Management

INT

Welcome, pearland user &l Logout @ Help (L] Online User Training

Self-Service

Applications | Edit My Profile X

First Name:

Middle Name:

Last Name:
@' My Security Questions

Suffix: Generational, Academic, Professional (Jr, PhD, CPA)

Email Address: |michele.elledge@tea.state.tx.us Al notifications will be sent to this address.

Verify Email: |michele.elledge@tea.state.tx.us

Birth Month: The n

h of birth (1-12)

Birth Day: The day of th f birth (1-31)

Organization Type:  School District hd
Job Title:

The user's organization type

Phone Number:

May include area codes and ext
Street Address:
City:
Country:  United States b
State:  Texas -
Zip or Postal Code:
Manage Approver Status Service Account Manager Status

Revoke My Identity
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3. ClickRequest Service Account Manager Status

Texas Education Agency INT
User and Access Management Welcome, pearland user imgg eH_e!p 4] Online User Training
Self-Service

) Applications | Edit My Profile X

User ID:

Current Service Account Manager Status

Request Service Account Manager Status

Revoke Selected Status

Refresh Status List
Organization Number

4. When the Service Account Magar Details popup is displayeenter the Organization for which
you are requestingervice Accourilanager statusnd clickSubmit

Texas Education Agency

User and Access Management

INT
Self-Service

@ el |LJ Online User Training

Welcome, pearland user
Applications

fgﬂ Logout
Edit My Profile X

Service Account Manager Status Details

= Organization
PEARLAND ISD (020908)|
User ID:

Current Service Account Manager Status

Request Service Account Manage

Organization Number

Submit  Cancel
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A confirmation message is displayed:

Texas Education Agency

User and Access Management

Self-Service

Applications | Edit My Profile X
& Access Applications

& My To-Do List o/ Your request was successfully submitted with request 1D 5292234072606091628.
a Requests I've Submitted
}9 Change My Password
@' My Security Questions
x My Application Accounts
ﬁ Edit My Profile

‘ Link TEASE Accounts

User 1D pea

Current Service Account Manager Status

Request Service Account Manager Status Revoke Selected Status

Organization Number

Welcome, pearland user

Refresh Status List

8 Lovout

INT

@ telp (1] Online ser Training
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3 Approwe or RejeciService Account Manager
RequestgOrganization's PrimaryAlte rnate
Approver)

IMPORTANTService Account Manager status and Service Accounts are approvedraintay

Organization (district or charter school) level only. TEA does not provide a secondary level of review or

approval for these accountSince thestatusis attached to a user's TEAL identitycan be revoked only
by the user himself/herself, diy Computer Access at TEAmMputer.access@tea.state.tx.ys

Oncea user aters a request for the Service Account Manadlee Organization Approvedistrict

superintendent, for examplakgceives an emaihdicatingService Account Managstatusandmustact
upon the request

From: TEAL IntAdvin @tea,state. bus

Ta: Elledge, Michele

(c

Subject: TEAL - Action Required: Service Account Manager Request

Sent: Wed 7/10/2013 1137 AM

1»

The following user has requested Service Account Manager Access for TEAL:
User: pearland user

Approval Type: Service Account Manager

Organization Scope: (020908)

The request was submitted by pearland user.

To act on this request, please log in to TEAL at https:/tea-sav-wewn0? tea state.tx.us and select My To-Do List' to approve or deny this request.

I you have questions about this change, please send email to TEA Computer Access at computer.access(@tea statetx.us.

To approve or reject the request, perform thdlfaving steps:

1. Login to TEAland click orpending activities.

Texas Education Agency INT
User and Access Management Welcome, Pearland Primary  &ff Logout @ telp |JJ Online User Training
Self-Service
Applications

HA

M Refresh Links
B3x

Ao i pending activities. !
g

You do not have access to any applications at this time.

Apply for Access
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When thelist of pending activities is displayetlick on the request and review tligem Details
section.

INT

Texas Education Agency
User and Access Management Welcome, Pearland Primary &l Logout @ telp (L] online ser Training

Self-Service
& Access Applications
& My To-Do List
[ Requests I've Submitted
P Change My Password

&' My Security Questions

% My Application Accounts
5] dit My Frofile
£ Link TERSE Accounts

Administration

4/ Manage Approvers

@ Manage Others' Accounts

My To-Do Items ¥

1 pending items for pearland.primary

Applications

Refresh
Status Summary
Pending User Data Change for pearland user

Ttem Details

Workitem ID:
Root Process 1D:

Requested For:

D

Requested By:

Request Type:

Application:

Submission Date: 5, 10

Due Date: 3,/ 1=

Instructions:

The following user has requested Service Account
Manager Access for TEAL:

User: pearland user
Approval Type: Service Account Manager
Organization Scope: (020508)

m

The request was submitted by pearland user.
To act on this request, plesse log in to TEAL at

hittps://tea-cav-wewn05.tea.state.tx.us and select My
To-Do List' to approve or deny this request.

Comments:

Approve Reject

TEA Home Page | Web Policy and Accessibility
IF you have any questions, please send email to TEAL Support at TEAL.Support@tea.state.bx.us.
Copyright @ 2013 The Texas Education Agency, 1701 North Congress Ave, Austin, TX 78701-1434

2. To approve the request, clidgpprove To reject the request, cli¢keject

a. If the request is approved, the userceives arautomatedemail as illustrated below:

From: TEAL InbAdmini@tea. state. s
To Eleage, Michele

(e

Subject: TEAL - Profile Change

Sent: Thu 711/2013 %30 AM

»>

A change has been made to your TEA Login profile. The following information has been changed:
Added: teaservicemanagemesp - (120908)

IMPORTANT: If you did not request to have your login profile changed, please contact TEA Computer Access at computer access(Gtea state txus.
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b. If the request is rejectedhe user receives an automateds illustrated below:

From: TEAL IntAdmin@tea state. s Sent Fri7A2201310.27 AM
T Bledge, Michele
o

Subject  TEAL- Senvice Account Manager Access Request Denied

»

Your request for Service Accomt Manager Access for pearland threz has been denied by the followig approver with the explanation

Pearland Primeyy: not neaded

IMPORTANT: If you did not request to have your login profile changed, please contact TEA Computer Access at computer access ftea State.1x.us.
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4 Managing Service Accounts

Auserwith Service Account Managstatuscan manageTSDSveb service accounts for the
organization. This functionality includes the ability to request new service accounts, reset passwords
associated with a service accoynequired yearly)and the ability to delete a service account.

To perform hese functionsthe user must:

1. Loginto TEAL amdickManage Service Accounts

Texas Education Agency INT
User and Access Management Welcome, pearland user & Logout Qe 4] Online User Training
Self-Service

Applications
Refresh Links

Texas Student Data System Portal

Texas Student Data System Portal

Texas Student Data System Portal Add/Modify Access
PEARLAND ISD

@S e S0 8

Role: Unig-10 Campus

Administration

. Manage Service Accounts

TheManage Service Accountab isdisplayedas illustrated below.(In the sample screenshot below,
no service accounts have been set)dgrom this tab, users can ragst new service accounts (see next
section), reset passwords, or delete service accounts.

Texas Education Agency INT
User and Access Management Welcome, pearland user ‘aHquu_ut ﬁﬂ_elg L Online User Training

Self-Service
. Applications €_Manage Service Accounts
&) Access Applications

& My To-Do List

. ) Please note that any request for a new Service Account will go through an approval process. Any new service account requests will be listed in the table below with a status of "pending" until the approval is finalized
[ Requests ve Scbmited Al h Il go through | Il be listed in the table bel t d | th | lized
& Requests I've Submitte:
,}5‘ Change My Password
[ My Security Questions Filter Options
- . Organization Application
gM, Application Accounts DEARLAND 15D mi .
5] Edit My Profile
’ Link TEASE Acoounts Search Service Accounts
0 accounts.
Administration
Request New Service Account Reset Password Delete Service Account
J? Manage Service Accounts
] Account User ID Organization Service Technical E-Mail Administrative E-mail Expire Date

Existing senvice accounts
are listed in this area
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5 Request New Service Accour(iService Account
Manager)

In order for an organization to use a specific web service, a service account must béogehap
ServiceAccount Manager The service account provides user name and password credentials that can
be entered into a web application via an administrative interface to enable the application to use the
web serviceFor example, i& school districtvantsits Studet Information Systento use the Unique ID
web service, theithe Service Account Managetust set up aeparateservice accounfor the Unique

ID web service. The request for a service account must be approved bygtr@zation'sPrimary
Approver (distict Superintendent, for exampl@y Alternate Approver

To request a service account, perform the following steps:

1. Log on to TEAL and cliRkquest New Service Account

Texas Education Agency INT
User and Access Management Welcome, pearland user ﬂm::_ut @H_elp | Online User Training
Self-Service

Applications | Manage Service Accounts ¥
By Access Applications

& My To-Do List
L—_‘\, Requests I've Submitted
ﬁ Change My Passward

ﬁ“ My Security Questions Filter Options
A . Organization Application
My Application Accounts
A My boplton s PEARLAND 15D vl .

L Edit My Profile

' Link TEASE Accounts Search Service Accounts
0 accounts.
Administration
Request New Service Account Reset Password Delete Service Account
47 Manage Service Accounts

] Account User ID Organization Service Technical E-Mail Administrative E-mail Expire Date
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2. Select the web servicrom the Applicationdropdownenter anAdministration enailaddress

(optional) and cliclsubmit

Self-Service

Applications = Manage Service Accounts ¥
Request Service Account Details

Application

-
Filter Options Organization
Organization PEARLAND ISD v
PEARLAND ISD Administrative E-Mail Contact (Optional)

Search Service Accounts

0 accounts. Please be aware of the fi
Administration
Request New Service Account it I S
¥ Manage Service Accounts 1 ot be able

7] Account User ID 4 Organizatio Expire Date

Submit Cancel

Texas Education Agency INT
User and Access Management Welcome, pearland user &l Logout © telp (L) Online User Training

3. A confirmation message indicates the request was successfully subnaitétustrated below:

Texas Education Agency

Self-Service
) Applications | Manage Service Accounts %
B Access Applications

& My To-Do List f  Your request was successfully submitted with request ID 5704030932635913893,
[ Requests I've Submitted
P Change My Password

" My Security Questions Please note that any request for a new Service Account will go through an approval process. Any new service account requests will be listed in the table below with a status of "pending” until the approval is finalized.
# My Application Accounts
5] edit My Profile Filter Options
‘ Link TEASE Accounts Organization Application
PEARLAND 15D v Al v

Administration Search Service Accounts
g,.‘ Manage Service Accounts

0 accounts.

Request New Service Account Reset Password Delete Service Account
H Account User ID £ Organization Service Technical E-Mail Administrative E-mail Expire Date

INT

User and Access Management Welcome, pearland user & Logout @ telp L] Online User Training
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6 Approwe /Reject Service Account RequesBrimary
Approver)

IMPORTANTService Account Manager status andvBar Accounts are approved at the Primary
organization (district or charter school) level only. TEA does not provide a secondary level of review or
approval for these accounts.

Oncethe service account is requestgetthe Organization Approveeceives an mailandmust act on the
request:

From: TEAL IntAdmin Gtea.state. be.us Sent: Thu7/11/72013 215 PM
To: Elledge, Michele

cc

Subject TEAL - Action Required: Service Account Request

Y|

The following request has been submitted for your approval.
Requested by pearland user

Organization Requesting Account: (020908)
Requested for Service: UIDWS

Service Account Login Id: SA. UIDWS.020908.5429
Service Account Technical Email: michele elledge@tea state.tx.us

Service Account Administrative Email:

Request Initiated: Thu Jul 11 14:15:25 CDT 2013
Process Reference: 5704030932635913893

To act on this request, please log in to TEAL ar https:/tea-sav-wewn05 tea state tx.us and select "My To-Do List' to approve or deny this request.

If you have questions about this change, please send email to TEA Computer Access at computer access(@tea state tx.us.

To approve or reject the request, perform the following steps:

1. Login to TEAland click orpending activities

Texas Education Agency INT

User and Access Management Welcome, Pearland Primary Eﬂ Logout @H_elp \JJ Online User Training

Self-Service

Applications

Refresh Links

i pending activities. "

You do not have access to any applications at this time.

Apply for Access

Administration
& Manage Others' Accounts

V/'-!a"age Approvers
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2. Inthelist of pending activitiesclick on the service account request and reviae/ltem Details
assaiated with the request.

3. To approve the request, clidkpprove To reject the request, clidkeject

a. If the request is approved, the useho submitted the request receigdwo separate
emailnotifications One email includgthe web service usdb, and the other includs
the web service passwoyds illustrated belowThese credentials are entered into web
applications, such as the Student Information System, that use the web service
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